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Abstract— This document is used to define scope of requirements
and of recruitment of youth. It can have solved the problem that
is related to data like of accessing the applications, apps, and
company data record etc. So it can be accessed everywhere when
its needs because of this technology. It provides a platform to
store data into a server .This paper is provide some useful
information of cloud safety and security and also discuss these
advantages or disadvantages of security in cloud computing. The
aim is to provide a solution for the drawback occur in data and
security problem.

Keywords— Cloud, cloud Data and services, cloud Issue and
Security.

I. INTRODUCTION

The platform of cloud computing provides the users for which
they can access the applications, data as utilities over the
internet. It allows user to create, configure and customize the
business applications online.

Cloud computing is a technology which enables the user to
access resources using front end mechanism. there is no need
to install any software. The main scope of cloud computing is
that information can access at any location via internet. The
platform of cloud provides a service to restore, backed-up,
update, managed, and remotely maintained the data.

1) Type of cloud location
i) Public cloud
ii) Private cloud
iii) Hybrid cloud
iv) Community cloud

Public cloud is clearly define that cloud infrastructure
(network) is same shared with others. It is not only a single
user or organization. In a public cloud Resources are same
used by the organizations.

Private cloud is clearly defined the cloud infrastructure
(network) is not shared with others. It is only a single
customer or organization. In other word Resources are not
same that mean Private cloud not use shared resources.

In a private cloud security and control level is higher and cost
reduction is minimal.
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Hybrid cloud is combination of public cloud and private
cloud. It is used on depending on their purpose. In a hybrid
cloud most of the company are store their important or risky
data into a form of private cloud and less risky data are store
in the form of public cloud.
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Community cloud is similar to public cloud. It is used to
share data and data management, services and resource
between the organizations in single country. E.g. mission,
security requirement policy also shared an infrastructure by a
several organization.

Example of community cloud is At bank, GOVT. Of country

2) cloud services
a) Saas (Software as a service)

b) Paas (Platform as a service)
c) laas (Infrastructure as a service)

Cloud Service Models

Packaged Software
08 & Application Stack
Servers Storage Network

05 & Apphication Stack
Server Storage Network

Server Storage Network Infrastructure &

Network Architects

Software-as—a service (Saas), mean that many various
applications can have accessed by a user on a pay per basis.
Cloud provide a infrastructure or a platform from running
application without buying it

For example Laptop, Tabulate, PC’s, etc are such devices that
can be access the application from uses

Platform-as-a-service (Paas), Cloud is a Development
Platform mean that user can create their application, and
deploy with the help of Library Tool’s, programming
Languages.

For example “Salesforce”,”Google App Engine”, etc. In this
type of engine user can create or develop and deploy their
application and own operating system can also be upgraded
with help of Paas.

Infrastructure-as-a-service (laas), this type of layer is also
known as base layer in cloud stack. laas provider many
different type of cloud infrastructure like-Hard-ware based
Load-Balancing, Services, Routers, Firewalls. This type of
Application will be executed in an Instance Computer.
Some example of laas is Amazon, GoGrid etc.

Il. Cloud security issue

There are many different issue and solution are define in this
topic of cloud computing issue like security issue ,privacy
issue , energy issue and data related issue etc. We are using
many different type of services one of them like Google
Gmail but we don’t find issue because it is a big level
company, they are not going to affect as a single user.

A. Security measurement for cloud computing
Round-the-clock physical security monitoring of our data

centre facilities

° Standardized and continuously monitored
information security policy management
° Skilled, certified personnel to monitor, manage and

maintain network infrastructure

° Use of various firewalls, intrusion detection and
prevention systems

° Background checks, security training and non-
disclosure agreements for employees

° Specialized threat identification and management
team to counter threats of any type

° Policies, dedicated account manager and 24/7/365

monitoring to ensure security

B. Security Issue Cloud

Computing

and Challenges in

Cloud computing security issue is face by both Cloud
providers and Cloud Customers.

a) The provider must ensure that

e  Their Infrastructure Is Secure.

e Their Data and Application are protected.

e They provide a strong password and Authentication
services to the customers.

b) The customer must ensure that
e To Protect Their Application
e To used strong password and Authentication.
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Cloud Security Architecture

Software Security is a general phase that describes

software. Software security includes antivirus
software, Encryption software, firewall software and
Spyware software .Antivirus software (virus

protected software) and AntiSpyware (spyware
removal software) are two most common type of
security software Used for personal computer data
security.

Platform Security includes Architecture, Tools and
Processes. Platform security used centralized security
architecture. The main advantage of security
architecture is cost effective due to the re-use of
controls

Infrastructure security laas security provide
virtualization software security, customer guest OS
or virtual server security. The issues of infrastructure
security and cloud computing lie in the area of
definition and provision of security specified aspects
each party delivers. In case of public cloud there is
multiple security issue in comparison of private
cloud

Data Security in a cloud computing data are store
into a server there is a big issue to safely and secure
to store data into a server because cloud provides a
platform to store data and share distributed resources
via open environment.

Remove problem that are related to data security problem we
can use Authentication Password , Encryption and Decryption
and many different type of compression services are provide
in cloud computing .

V.

Data loss in cloud server there is lot of data that
should be stored by companies and consumers. In
any process the data being corrupted. It is also known
as data leakage Cloud data is store in a server so that
is easy to Virus Infection that are delete one or more

Vii.

Deletion of data mean completely removing data
from the storage media. Randering data completely
irrecoverable. In other word making data inaccessible
to anyone after it has been deem deleted. The data
can’t be completely removed is called incomplete
data deletion. Cloud store data in a form of multiple
copies the data deletion is majorly impossible
because copies of data are saved in replica.

Security Services Advantages

1) Data breaches prevention: Strong data
encryption can effectively prevent data
breach cloud service database is properly
designed and configured to keep hackers
away from the system.

2) Data loss prevention: Data encryption may
ward off hackers, the regularly updated
offline data backups also reduce risks of
data loss.

3) More secure APIs: APIs are important to
maintain the cloud security service. Your
service should help users to identify and
improve weak APIs that can expose the
organization.

4) DoS prevention: Cloud computing service
will detect DoS attacks and provide
effective  responses to ensure 24/7
availability.

5) Easy access information: You can access
the information anywhere and anytime.

D. Disadvantages of Security Services
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1) Downtime: Cloud service is not working at
a given time. Downtime is also called as idle
time.

2) Security: It is a major issue in cloud, weak
APIs that can expose the organization.

3) Vendor lock: The situation where customers
are dependent cloud infrastructure and platform.

4) Limited Control: Cloud service provider
the organization could have limited access
and control the data apps

I11. Future Work

There is a wide scope of cloud computing in future
environment. Cloud should reduce the time and efforts wasted
in submitting paper work and can be applied on large scale so
that the purpose of the cloud data safety and security could be
done efficiently. Cloud Security also helps in tracking and
scheduling the task. The information can have accessed at any
time with maintaining the security of it.
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