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Abstract—there is a rapid increase in road accident. New
technology VANET has been introduced which is now become an
emerging technology which provide security and safety to
passengers as well as drivers in this paper , we review the concept
of VANET along with its applications and characteristics. We
have also discussed various threats and security challenges and
issue related to Vehicular Ad-hoc Network(VANET). It also gives
a review about how the vehicles communicate in a VANET.
Keywords— Vehicular Ad-hoc Network (VANET), Mobile Ad-
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. INTRODUCTION

In the present scenario, the rapid increase in road
traffic is affecting efficiency and safety of the
environment .According to a survey around 1.2
million people are Kkilled each year in a road
accident that is why road safety is becoming an
important issue of traffic management now a days.
One of the most incident factor of traffic safety is
driving. There is need to make it safer to do this we
have to give warning of upcoming dangers for this a
different type of technology called as VANET
(vehicular ad-hoc network) is introduced.

VANET is said to be a type of MANET in which
moving automobiles form the node of network.
VANET are usually introduced for fire brigades,
ambulance and police vehicle that are within a
range of 150 to 300 metres in the network. VANET
do not have infrastructure.

VANET can be considered as a subset of
MANET with some differences. Different
application of VANET can be applied peer-to-peer
communication or via multi hop communication.
VANET is also known as IVC Inter vehicle
communication or V2V vehicle to vehicle
communication. As per the configuration network
VANET can be subdivided into 3 categories namely

wireless wide area network, Hybrid wireless
architecture, Ad hoc V2V communication.

Through VANET we can manage road safety
because with the help of VANET we are able to
communicate with the other moving vehicles. By
communicating with different vehicles we can
easily came to know that we are how far away from
a collision. So, after knowing the exact distance one
can put on break to avoid collision thus reducing
the chances of road accidents.

VANET use car as a node to develop a mobile
network. The main motive of VANET is to increase
and provide safety to our road users. It also provide
communication between vehicles.
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Fig 1.VANET consists of vehicle, roadside
stations that exchange messages to help drivers.
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Il.  CHARACTERISTIC OF VANET

e Rapid changing network topology:

The speeds of moving vehicles (nodes) vary and
position of node change rapidly causing the
network topology to change frequently in
VANET.

e Unbound network size: Network size of VANET
does not relate to a particular city so VANET is
said to be geographically limitless.

e High mobility: vehicles moves at very high speed
that makes it difficult to determine a node
position

e Frequent exchange of information: Information is
being exchanged between vehicles and roadside
unit RSU making the information exchange
more Frequent and updated.

e Time critical: Every information packet which is
sent or received has a time limit. This provides
delivering the information at correct time
without any unwanted delay.

» Sufficient energy: vehicles have their own batteries
so there is sufficient power supply for
component to function properly.

1. SECURITY THREATS IN VANET

There are number of security threats and attacks
for VANET due to its wireless nature. In VANET
human lives are involved so safety becomes our
first priority. These problems are not easy to solve
due to the network size, geographic positions and
variations in speed of vehicles

Security issues, threats are subdivided into 3
group namely authencity, availability,
confidentiality.

3.1 THREATS 10 AVAILABILITY

¢ Denial of Service:

Such kind of attacks is carried out by an

insider or outsider in the connected network.

This causes that the network will be

unavailable to the authentic user.

e Broadcasting Tampering:this type of attack to
the security is carried out by an insider.
Input of wrong safety messages into the
VANET. To did harm to read users when
anyone manipulate traffic over a specific

route then there are chances of accident

arise.
e Spamming:Spamming of messages over
VANET lead to rapid increase in

transmission inactivity. it is difficult to
control because there is no centralized
administration.

eBlack hole attack: this is caused by nodes
refused to participate in the network.
When this happens all the communication
and link to it has been broken.

3.2 THREATS 1O AUTHENTICITY

We have to protect the node from attackers
“insider” or “outsiders” who infiltrating the network
with fake identity these threats are:

e Global Positioning System Spoofing: GPS has a
location table (geographical)of all
vehicles and their identity. A attack can be
carried out by GPS Spoofing by creating a
false location on GPS system in the
network.

e Position Faking: In VANET, this is the
responsibility of the vehicles for their own
positions. unsecured communication link
creates a blind spot where the attackers
easily modify their positions or of the
other vehicles.

e Message Tampering: In the message tampering,
the attacker alter or modifies the message
that has been sent from the sender to
receiver and vice-versa.

e Tunnelling: an attacker utilizes the loss
positioning system when it goes through a
tunnel. Before resurfacing on the other
side to receive its positioning information.

the attacker quickly inject false
positioning information or data into the
node.

3.3 THREATS To CONFIDENTIALLY

Messages exchanges between nodes are open in
VANET to confidentiality or attack with
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illegitimate collection of message through passive

attacks

IV.  APPLICATION OF VANET

Application of VANET are classified into 2
categories i.e. safety and user based application.
A. USER BASED APPLICATION:

e Peer to peer: these applications provide
music, video sharing among the
vehicles.

e Internet Connectivity: People want to
connect to the Internet VANET
provides the connectivity of user with
internet.

e  Other services: VANET can be used in
other user based applications like
payment service .

B. SAFETY RELATED APPLICATIONS
These applications are being using to increase
safety on the road. So it contains collision
avoidance, cooperative driving and traffic
optimization.

e Collision avoidance: In this a signal is
generated so that warning is given to
the other node to avoid collision.

e Cooperative driving: Safe journey can be
achieved by following traffic related
warning like lane changing, speed
limit. Many accidents take place
because driver didn’t cooperate with
each other.

e Traffic optimization: In VANET, vehicles
are data collectors. So a signal like
jam, accident should receive signal
regarding that jams, accidents so that

the user can take alternative path for it.

V. COMMUNICATION PATTERN IN VANET

1) V2V warning propagation: SOme situations are
there when it become necessary to send
message to other vehicle. For example, when
a road accident occurs, a warning should

given to the upcoming vehicle to provide
traffic safety.

2) V2V group communication: In this pattern,
vehicles with some features can communicate.
Features may be Static or dynamic.

3) V2V beaconing: Messages are sent on a regular
intervals which contain heading, breaking and
current speed. Such messages are useful to
raise neighbour awareness.

4) 12v/v2l warning: In message sent by vehicle or
infrastructure when there is a danger. Suppose
when a vehicle is nearby any intersection then
a warning message should be sent to all
vehicles which are nearby the intersection.

{a) V2V warning propagation (b} V2V group communication

() V2V beaconing

(d) I2VINZI warning
Figure 2. Wirgless communication patterns in a VANET

VI. CONCLUSIONS

VANET is a new emerging technology which is
developing rapidly. Several vehicles are enabled
with this technology, which help in road safety but
as we know each and every technology has pros and
cons. There is lot of work done over this technology
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but there iS Iot more to be done for Security aspects [6] Communications, Network and System Sciences, 8, 19-28.

Above we have reviewed various security
challenges and issue. Security in VANET is to be
improved on various parameters. If security in
VANET is improved then it should be very useful
and prevent damage to the vehicles and rate of road
accidents will decrease.
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