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Abstract— Authentication is the process of validating the
identity of a person based on certain input that the person
provides. Authentication has become a major topic of research
due to the increasing number of attacks on computer networks
around the globe. This paper focuses on biometric authentication
systems in use today and in the upcoming days. We believe this
paper will provide basic security researchers some useful insight
whilst designing better biometric systems. Now a day the
Biometric is becomes the most popular technique due to its
liability. Because of need of high security systems we are also
using the biometrics broadly. Another feature of biometric is its
efficiency, authentication and authorization. It is very easy to use
and handle. In this paper the review of Biometric System is
provided. The main steps involve in biometrics is: Fingerprint
Recognition and Face Recognition.

Keywords— Authentication, Biometrics, Face, Iris, Multimodal,
Retina

I. INTRODUCTION

The biometric system is a growing technology and
is fundamentally a pattern recognition system. Now
a day, the biometric system becomes faster, easy to
use, precise, trustworthy & economical over
traditional knowledge based method. As we know,
through personal experience or through reports in
different media, software system, hardware system,
is using biometric data for authentication become
more & more common, and which has been widely
used in forensics, secured access & prison security.
The biometric attributes can be divided into two
classes. The first class includes physical attribute
like (fingerprint, iris & retina, palm & hand, face,
face thermo gram etc) and second class includes
behavior attribute like (signature, voice, movement,

characteristics (key press, lips & hand movement,
walk etc.)

Now we discuss on fingerprint sensors in laptop
(see figure 1 on the next page). Mostly bank start

using biometric authentication systems there exist
even video stores and another work, but they are
not widely used now-a-days.

Figure 1: Fingerprint sensor integrated in a laptop*
Authentication system must be used for some
advantage, although no one spend their precious
money for the research and development of this
technology. So what are the advantages of this
technique? Does the use of biometric data make
system more secure? Many more questions running
in my mind like what the disadvantage of this
technique? Why this technique not widely used at
the present time? Write this paper to find the correct
and meaningful answers of these types of questions.

This paper divided into three parts.

1 part describes the short introduction of biometric
system and especially fingerprints & face
recognition. 2 parts describe different type of
aspects for biometric authentication system which
provides specific answer of the following
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guestions. Finally the 3 part provide the conclusion
and references.

Il. BIOMETRICS —WHAT IS IT?

Following definition of biometric system found by
the internet on the page of Wikipedia “Biometrics is
the study of automated method for uniquely
recognizing humans based upon one or more
intrinsic or behavioral traits”™. In the other word,
A biometric system is a pattern recognition system
that is used for define a features set in the form of
specific data, and comparing the features set in the
database.
The following are 2 biometric areas:-

A. Fingerprint Recognition
B. Face recognition
A. Fingerprint Recognition:-

Fingerprint biometric concept commonly used to
uniquely identifying a person as another of a
document since a long time. Fingerprint biometric
used in numerous application that include civilian
and commercial application like civil services,
military, forensics, driver license registration,

medicine, education, law enforcement, UIDAI, etc.
This technique most widely used today and the
future.

Fingerprint

processing using image recognition

&

T,
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algorithms, take fingerprint using scanned first.
There exists different finger print scanner, e.g.
optical, thermal and capacitive. Figure 2 show the
different categories of fingerprint like (loop, whorl,
and twin loop).

Figure 2: The picture shows 3 different categories
of fingerprints - left loop, whorl and
twinloop.!

B. Face Recognitioon :-

The method of distinguishing one individual form
another is an ability of virtually every human.
Algorithms for face recognition usually use the shape
and location of facial attributes to distinguish between
different faces. The face recognition systems usually use
only the gray scale information. Color is mostly use for
locating the face because every person has a some
facial attributes like (eyes, nose, chine, lips, head etc.)
But the different is, every person facial structure is
unique from another. So the facial technique, works like
to identify a unique personality. Now this concept
includes into a biometrics system.

The facial recognition technology has recently
developed into two areas:

e Eigen faces

e Facial metrics

Those technologies usually look for the positioning
of nose, eyes, mouth and show the distance between
the entire facial attribute. To make this technology
more successful and widely used to resolve the
problems.

But the drawback is, these techniques not recognize
additional aspect like Glasses, makeup, hairdressing and
the ageing of faces can be a problem.

I1l.. BIOMETRIC AUTHENTICATION

A. Authentication:-

Before going more detail, first of all describe the
general view of biometric authentication system.
Show the figure3 to easily understand and helpful
how to keep a system secure.

Authorizgﬁon_/\

Authentication
A
hYd

~

Resource

Source 4>| Guard }—>|

Figure 3: Access cav Audit Log

Guard is the middle of this diagram; left side show the
source and right side show the resource. Guard uses
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authentication information for requesting the source
and authorization info to a system and claims the
particular identification that belongs to specific data.
For example :- if the biometric system take a finger
print if the person, and save the info in the data base,
now give the unique enrollment number to identify the
unique identity to of the person. Now the testing
phases using enrollment number & password of the
person to recognize the identity.

B. Performance and security considerations:-

As we all know old systems get only replaced by

new ones, if the new systems have some advantages.

For example if they are faster, more secure, cheaper
or easier to use. So this section has a look at the
performance and the security of biometric
authentication systems, before the next section
discusses some more advantages and disadvantages.
The performance of a biometric authentication
system is difficult to measure. The accuracy of a
system is a strong factor which can indicate a good
or a bad performance. Other factors like speed,
storage, cost and ease-of-use should be considered
as well.

C. Advantage and Disadvantage

Besides the already mentioned concerns about
accuracy and security of biometric authentication
systems there are some more disadvantages which
are shortly mentioned in the following paragraphs.
But besides all disadvantages the advantages which
make biometric systems so desirable are described
in the second half of this section.

Acceptability is one more disadvantage of
biometric authentication systems. New systems can
only be successful if they are accepted. In the case
of biometric authentication systems some people
are concerned about their acceptance in society.
“Many people hesitate using fingerprints for
authentication because fingerprints are associated
with criminals. Other people would never use iris
scanner, because they are very harmful for eyes”. [

Another disadvantage is the high cost of biometric
authentication technologies. Some articles’® claims
that “Biometric systems do impose the highest costs
of any authentication technology.” The high cost
results on the one hand from higher costs for
hardware and software and on the other hand from
high costs for integratin? biometric authentication
into the current network. !

The varying reliability of biometric systems is
another disadvantage, which is already shortly
mentioned above. The biometrics of people can
change when they age or suffer physical injuries or
diseases. This might for example affect their
fingers or their eyes. In addition to that
environmental conditions might affect the
reliability of biometric systems. Background noise
for example might hinder voice recognition systems
or a cut in a finger might result in not being able to
access a system using fingerprint recognition.™

One more disadvantage not yet mentioned, is the
problem of integrating biometric authentication into
corporate infrastructures. According to the article of
Clare Hist!? the support for platforms and
applications is very limited and current standards
are not or only poorly supported.

Besides all mentioned disadvantages, biometric
authentications systems are very desire-able
because of the following advantages.

The most obvious advantage is that biometric data
can’t get lost, stolen, duplicated or forgotten like
keys or access cards. They also can’t be forgotten,
compromised, shared, observed or guessed like
passwords, secret codes or PINs ). In addition to
that people can’t write them down (“25% of the
people appear to write their PIN on their ATM
card” B! which would make is easy for other
people to steal it. People also don’t have to change
the data used for authentication every three months
like we sometimes have to do with passwords.
Therefore authentication systems using biometric
data are more convenient to use.

The most important advantage is that biometric
authentication systems can increase the security of
the system, if the accuracy is high, the hardware
used can’t be cheated easily and if it is used
together with other authentication methods. Clare
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Hist states for example that biometrics used in
conjunction with smart cards “can provide strong
security for PKI credentials held on the card.”®

In addition to that biometric authentication systems
reduce costs because it is possible to eliminate
overheads resulting from password management?.
The reason for this is that people can’t forget their
passwords anymore and so the queries at help desks
become less. Besides reducing the mentioned
overhead this also saves money because there are
no more costs for distributing new passwords in a
secure way.

IV. CONCLUSION AND OUTLOOK

. There seem to exist more disadvantages than
advantages for wusing biometric authentication
systems. This is one reason why such systems are
not yet widely used. But the advantages mentioned
above are so important and people want to benefit
from them that the disadvantages will be more and
more reduced in the future. However, some sort of
trade-off's, like between the FA rate and the FR rate
will always need to be made.

The discussion above shows that biometric
authentication is an interesting topic that a lot of
research is going on in this area and that it can be
used for secure systems despite all disadvantages.
At the moment it is recommended to combine
biometric  authentication  with any  other
authentication  technology. Such  multi-factor
authentication systems are always more secure and
it is also common practice to use combinations of
diff erent authentication methods. ATMs require for
example a PIN and a bank card with additional
authentication information saved on a chip.

When talking about biometric data questions about
the privacy of personal data come up automatically.
This paper has not considered this topic but there
are many articles dealing with these concerns. It is a
difficult topic but it is obvious that biometric
authentication systems have to store the biometric
samples in a secure way and it has to be ensured
that such data cannot be used otherwise. The best
would be if biometric data is kept under the control

of the person to which it belongs. This could be
done for example by saving the biometric sample
only on a smart card which is used in combination
with the biometric in an authentication process.

To sum up it can be clearly said that the usage of
biometric authentication will in-crease more and
more in the future. This will be supported among
other things by the steady improvement of the
technologies and the reduction of the prices for
hardware and software. Biometric authentication
can and probably will be used in many areas, for
example ATMs, access to Personal Computers,
PDAs and mobile phones, DRM systems, access to
buildings and cars and many more we can’t even
think about.
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